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Verification Guidelines
The Verification Process

Testing at different levels

• Tested hardware is called Design Under Test (DUT)

• Directed tests at block level (design phase)

→ generate stimulus for all connected blocks

• Directed tests at boundary level (integration phase)

→ blocks stimulate each other and reveal more bugs

• Complex tests at system level

→ highest level with concurrent DUTs, I/O active, ...

• Error injection at all levels

→ Error scenarios, e.g. partial transactions, corrupt data, user
errors

It is not possibe to prove that there are no bugs left.
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Verification Guidelines
The Verification Process

Verification Plan
• Derived from the Hardware Specification Manual

• Contains hardware features and related test strategy

• Test strategy might be directed tests , full random tests ,

constrained random tests , assertions , emulation ,

formal verification , HW/SW co-verification ,

use of verification IP

Verification Methodology Manual (VMM)

• developed by J. Bergeron from Qualis Design

• extended in 2005 for SystemVerilog

• newer methodologies OVM and UVM use similar concepts

This course utilizes many of these concepts.
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Verification Guidelines
The Verification Process

Verification progress over time

Figure: Constrained random vs. directed test progress over time [1].



Prof. Dr. Matthias W. Fertig (15/44)

Verification Guidelines
Constrained Random Verification

Coverage convergence process

Figure: Coverage convergence [1].
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Verification Guidelines
Constrained Random Verification

Best Practice Guideline

Do not only test a design after reset

or with fixed initialization vectors!
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Verification Guidelines
Testbench Components

Test Layer and Functional Coverage

Figure: The testbench design environment [1].
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Data Types
Built-In Data Types

Verilog basic types

• variables and nets 4-state values 0 , 1 , X and Z

• variables store combinatorial and sequential values

unsigned single or multi-bit reg [N-1:0] reg name

signed 32-bit integer

unsigned 64-bit time

floating point numbers real

• net used to connect parts of a design

• static storage (use static keyword in automatic tasks to
prevent local variables)
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Data Types
Built-In Data Types

Logic Type Example

module logic example( input logic res n);

parameter CYCLE = 100;

logic clk, d, q, q n, res;

initial begin // initial procedure

clk = 0; // Procedural assignment

forever #(CYCLE/2) clk = ~clk;

end

assign res = ~res n; // Continuous assignment

not n1(q n,q); // q n driven by gate

my dff d1(q, d, clk, rst n); // q driven by module

endmodule
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Data Types
Built-In Data Types

Best Practice Guideline

Use logic type to find netlist errors,

e.g. unintended multiple drivers on signals!
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Procedural Statements and Routines
Procedural Statements

Introduction

• tasks and functions simplify complex testbench designs

• SystemVerilog provides improvements, like C language

Procedural Statements

• scope with for loop variables like C/C++

• auto-increment and -decrement in pre- and post-form

• compound assignments supported, e.g. += -= ^=

• labels for begin or fork at end or join statements

• continue and break help with loops, like C/C++
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Procedural Statements and Routines
Procedural Statements

Procedural Statement Example

initial

. begin : example

. integer array[10], sum, j;

. for (int i=0; i<10; i++)

. array[i] = i;

. sum = array[9];

. j = 8;

. do

. sum += array[j];

. while (j--);

. $display ("Sum = %4d", sum);

end : example
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Procedural Statements and Routines
Procedural Statements

Reading I/O System Example

initial begin

. bit [127:0] cmd;

. int file, c;

. file = $fopen("commands.txt", "r");

. while (!$feof(file)) begin

. c = $fscanf(file, "%s", cmd); . case (cmd)

. "" : continue;

. "done" : break;

. // other commands

. endcase

. end

. $fclose(file);

end



Prof. Dr. Matthias W. Fertig (3/70)

Connecting Testbench and Design
Introduction

Steps of Verification

• generate stimulus

• capture responses

• determine correctness

• measure progress

The Testbench • wraps the DUT

• send stimulus

• capture response

• high-level communication

• correct signal timing

• no race conditions
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Connecting Testbench and Design
Stimulus Timing

Timing Problems

• TB has to model hardware tester behaviour

→ sample before clock edge ↔ drive after active clock edge

→ cycle time less than latch-to-latch HW latencies

↔ sample before active clock edge

• race conditions could occur if TB drives DUT at clock edge

→ race condition means mixing signal timing over cycles

• avoid race conditions w/ latencies

→ #0 causes re-scheduling of thread after all other code executed

→ multiple #0 causes undeterministic behaviour, i.e. which #0 is
executed first → larger delays do not fix it and cause problems
when time precisions vary
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Connecting Testbench and Design
Stimulus Timing

Program Blocks and Timing Regions

• separation of DUT and TB events prevent race conditions

• TB code is contained in program block

→ similar to module

→ can contain code and variables

→ can be instantiated in modules

→ cannot have hierarchies

• SystemVerilog introduces new region in each time slot

Active → Observed → Reactive → Postponed
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Connecting Testbench and Design
Four-Port ATM Router

Introduction

• Asynchronous Transfer Mode (ATM)

• four receive (Rx0 to RX3) and transmit ports (Tx0 to Tx3)

ATM router diagram wo/ interfaces
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Basic OOP
Introduction

Object Oriented Programming (OOP)

• binds data structures and routines

• allows to work at higher levels of abstraction

• decouples testbench from design details

• procedural programming separates data structures from
operational code

• skip this module if you are already familiar with oop

Object Oriented Thinking

• structure testbench in a natural way, i.e. data that flows into
and out of the design

• think about how the data is operated to define the routines

• group data and routines into manageable pieces, i.e. reusable,
maintainable, debugable, ...



Prof. Dr. Matthias W. Fertig (6/47)

Basic OOP
Terminology

OOP Terminology

• Class = basic building block w/ routines and variables

• Object = instance of a class

• Handle = pointer to an object

• Property = variable that holds data

• Method = code that manipulates data (or not)

• Prototype = header of routine (name,input types,return type)

! Modules are instantiated during compilation

! Classes are constructed at run time

Aaargh, always these clumsy students ...

. // ’variable’ and ’routine’ used when non-oop

. // ’property’ and ’method’ used when oop
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Basic OOP
Creating Objects

Handles and Constructing Objects

• handles are initialized null when declared

• new() allocates storage and returns object

• instantiation is performed with new() statement

Declaring and Using Handle Example

Transaction T handle; // Declare handle

T handle = new(); // Allocate and assign to handle

Default Values

• 0 for 2-state variables

• X for 4-state variables
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Basic OOP
Dynamic Objects

Modifying Handles in Tasks

• use ref to pass handle and not object

• object is passed if ref is omitted

• changes to handle not visible outside

• pass object if members shall be modified

• pass handle if a new object shall be constructed

Bad Example

.function void create( Transaction T );

. T = new(); .. // change of handle not seen outside

Good Example

.function void create( ref Transaction T );

. T = new(); .. // change of handle seen outside
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Basic OOP
Building A Testbench

Layered Testbench Structure
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Randomization
Introduction

Directed and Random Testing

• directed tests cannot test complex hardware

• randomization is required to cover scenarios

• corner case directed tests for special conditions

• constrained random testing (CRT) detects unexpected bugs

• CRT needs random stimulus and random device configuration

Constrained Random Testing (CRT)

• is more complex than directed testing

• requires to predict results, e.g. reference model

• requires functional coverage to measure effectiveness

• reusable, increased productivity, flexible on design changes

• effort at beginning pays of at end
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Randomization
Randomization With SystemVerilog

Introduction

• use OOP for random stimulus with SystemVerilog

• define class member variables and random solver fill them
with random variables

• create constraints if required to define specific tests and
safeguard legal values

• random stimulus is created at transaction level considering
sets of values and not indivitual values

Random Class Example

class Packet;
. rand bit [31:0] src, dst, data[8];
. randc bit [7:0] kind;

. constraint c {src>10; src<15};
endclass
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Randomization
Constraints

Dynamic Weight Distribution Example

class BusOp;

. typedef enum { BYTE, WORD, LONG } length e;

. ran length e len; {

. bit [31:0] w byte=1 , w word=3 , w long=5 ;

. constrait c length {

. len dist {BYTE := w byte ,

. WORD := w word ,

. LONG := w long };

. }
endclass

• LONG is chosen more often than WORD or BYTE

• distribution weights can be adapted on the fly
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Threads and Inter Process Communication
Introduction

Threads and Processes

• Parallel activity in Verilog w/ initial , always and
continuous assignment

• Testbenck blocks modelled with transactor running a seperate
thread

• SystemVerilog scheduler coordinates thread start, pause, stop
and communication via Inter Process Communication (IPC)

• Control threads w/ fork and join join any join none

• SystemVerilog supports events, event control, wait ,
mailboxes and semaphores

• Threads are managed by the operating system as processes,
i.e. a (lightweight) process is a thread from operating system
perspective
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Threads and Inter Process Communication
Working with Threads

Program and always blocks

• Thread constructs usable in modules and program blocks

• Testbenches runs in program blocks, i.e. code starts with
initial that is executed at simulation time 0

• always blocks can not be in a program, use a forever

loop in an initial block instead

• Statements in begin end a grouping run sequential

• Statements in fork join a grouping run parallel

Variations of Join

. fork

. // All

. join

. fork

. // ≥ One

. join any

. fork

. // None

. join none
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Threads and Inter Process Communication
Working with Threads

Using fork/join and begin/end
A begin/end define a parallel block of sequential statements when
enclosed by fork/join.
Example fork...join
initial begin
. $display("@%0t: Start fork/join example", $time);
. #20 $display("@%0t: Sequential #20", $time);
. fork
. $display("@%0t: Parallel start", $time);
. #40 $display("@%0t: Parallel #40", $time);
. #20 $display("@%0t: Parallel #20", $time);
. begin
. #10 $display("@%0t: Sequential #10", $time);
. #30 $display("@%0t: Sequential #30", $time);
. end
. join How many threads are created? 4

end
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Threads and Inter Process Communication
Working With Threads

Automatic Variables in Threads
• The previous example only works with in a program or module

with automatic storage
• All threads would share the variables in case of static storage
• Having the join none in the repeat loop would match

instances of transactions tr
• Always use automatic storage in concurrend threads!

Bad join none example
program bad;
. initial begin
. for (int j=0; j<3; j++)
. fork
. $write(j); //NOK, no automatic storage
. join none
. #0 $display; //blocks thread until all created
. end
endprogram What is the output of this code?
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Threads and Inter Process Communication
Working With Threads

Good join none example

program automatic good; //OK, automatic storage
. initial begin
. for (int j=0; j<3; j++)
. fork
. automatic int k = j; //OK, automatic storage
. begin
. $write(j); // procedural code
. end
. join none
. #0 $display; //blocks current/main thread
. end
endprogram What is the output of this code?

Important Notes
• #0 blocks the execution of the main thread until all child

threads created by the for loop have completed
• #0 expression might cause race conditions, i.e. use it carefully
• $display is executed after all threads completed, i.e. when

there is noting left in the time-slot region.
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Coverage Analysis
Collecting Coverage Data

Coverage Flow

• Collect coverage data from seed variations

• Track coverage rate and adapt constraints

• Check for untested corners if plateau reached

• Check bug rate if functional coverage saturates at high rates

• Extend randomization to reach unexpected tests

• Use vendor analysis tools to investigate statistics

Testing Process

• Seed randomization on every test

• Collect results to coverage if test did not abort

• Analyze coverage across multiple runs
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Coverage Analysis
Types of Coverage

Code Coverage (Implementation Coverage)
• Count simulated lines of code → line coverage

• Count paths through / expressions in code → path coverage

• Count single-bit variable changes → toggle coverage

• Count FSM stats and transitions → FSM coverage

Supported by coverage tools → no need to write extra code!

• A verification engineer is not done when 100% code coverage
is reached! Why is this?

Incomplete DFF model
module dff(output logic q, input logic clk, d, res n);
. always @(posedge clk or negedge res n) begin
. q <= d;
. end What is missing?
endmodule The reset logic! This cannot be detected by code coverage!
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Coverage Analysis
Types of Coverage

Bug Rate
• Indirect way to track coverage and verification progress

• Track the bug rate over the project time

• Create corner cases every time the bug rate drops

Managers need keep in mind that ...

• Bug rate varies based on many aspects over project time

→ project phases, implementation status, design changes,
personal changes and vacation schedules

→ unexpected changes might indicate problems

→ it is not uncommon to find bugs after tape-out and shipping

Some managers expect a steady drop in bug rate!

Such managers obviously never worked in design or

verification and need gentle explanation!
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Coverage Analysis
Functional Coverage Strategies

Verification Plan (Continued)

• Measure Completeness

→ Satisfies managers as they want to know status not details

→ Save test/seed configurations w/ high coverage for regression

Coverage Strategy

• High FC and low CC indicates
incomplete test plan

→ Check the design specification
and calibrate test plan

→ Refine constraints and corner
cases

Goal: High FC and CC!
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Coverage Analysis
Cover Groups

Do’s and Dont’s

• Don’t define cover groups in data definition classes (i.e. part
of the data path)

• Do define cover groups along the control path of your

design

• Don’t define cover groups at lowest level of a design

• Do define cover groups at the righ level of abstraction, e.g.

at the boundary of tesbench and design, to have all signals
accessible

• Don’t put all sample points in just one cover group

• Do reasonably structure and define multiple cover groups

along the functions and structures of designs
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Coverage Analysis
Cover Groups

What’s Next on Cover Groups?

1 Defining Cover Groups in Classes

2 Triggering Cover Groups

3 Sampling Data using a Callback

4 Cover Groups with User Defined Sample Argument List

5 Cover Group with Event Trigger

6 Triggering a Cover Group on a System Verilog Assertion
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Coverage Analysis
Data Sampling

What’s Next?

1 Individual Bins and Total Coverage

2 Creating Bins Automatically and Limiting Bins

3 Sampling Expressions

4 Defining Bins to Find a Bug

5 Naming Cover Point Bins

6 Conditional Coverage

7 Bins for Enumerated Types

8 Transition Coverage

9 Wildcards, Ignoring and Illegal Bins

10 State Machine Coverage


